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Abstract

Graph Machine Learning (GML) has emerged as a powerful paradigm for modeling complex relational data across diverse
domains. However, the intrinsic irregularity, high-dimensional dependencies, and heterogeneity of graph structures pose fun-
damental challenges to representation learning and model generalization. Information theory provides a principled framework
to quantify uncertainty, capture interdependencies, and guide model design in analyzing the representational and algorithmic
foundations of GML. Information-theoretic graph learning methods have shown impressive achievements over the past years.
This survey provides a comprehensive and principled review of GML through the unifying and rigorous lens of information the-
ory. We comprehensively survey over 200 methods and provide a systematic review that advances information theory for GML
comprising three progressive layers: (i) entropy-based measures for quantifying uncertainty and structural complexity in graphs,
(ii) mutual information and divergence for capturing interdependencies and distributional discrepancies, and (iii) information-
theoretic principles for guiding model design. By systematically connecting data characterization, relational analysis, and
learning objectives, this survey offers an integrative perspective that advances the understanding of graph machine learning.
We further identify emerging frontiers, theoretical gaps, and open challenges, laying the foundation for future developments at

the intersection of GML and information theory.
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However, the intrinsic irregularity, high-dimensional dependencies, and heterogeneity of graph structures pose fundamental challenges
to representation learning and model generalization. Information theory provides a principled framework to quantify uncertainty,
capture interdependencies, and guide model design in analyzing the representational and algorithmic foundations of GML. Information-
theoretic graph learning methods have shown impressive achievements over the past years. This survey provides a comprehensive
and principled review of GML through the unifying and rigorous lens of information theory. We comprehensively survey over
200 methods and provide a systematic review that advances information theory for GML comprising three progressive layers: (i)
entropy-based measures for quantifying uncertainty and structural complexity in graphs, (ii) mutual information and divergence
for capturing interdependencies and distributional discrepancies, and (iii) information-theoretic principles for guiding model design.
By systematically connecting data characterization, relational analysis, and learning objectives, this survey offers an integrative
perspective that advances the understanding of graph machine learning. We further identify emerging frontiers, theoretical gaps, and

open challenges, laying the foundation for future developments at the intersection of GML and information theory.

CCS Concepts: « Computing methodologies — Neural networks; Learning latent representations; - Mathematics of comput-

ing — Graph algorithms.

Additional Key Words and Phrases: Information Theory, Graph Machine Learning, Graph Neural Network

1 Introduction

Graph Machine Learning (GML) [194] has rapidly become indispensable paradigm for modeling and understanding
complex relational structures across diverse domains, including social networks [80], recommendation systems [41],
biological [190] and chemical networks [105]. The power of GML stems from its ability to reason over the irregular
topology and multi-scale statistical dependencies inherent to graph-structured data. However, these characteristics
also introduce profound challenges in representation learning, encompassing issues of generalization, robustness, and
interpretability of the GML model. While the GML community [152] has responded with a proliferation of innovative
architectures (e.g., graph convolutional networks, attention mechanisms, graph autoencoders), a fundamental gap
remains between these mechanistic designs and a principled understanding of their capabilities and limitations. Existing

surveys have largely provided catalogs of techniques but have lacked a unifying lens to answer a foundational question:
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2 Sun et al.

how do GML models navigate the information bottleneck to learn compressed yet informative representations from
graph data? It is precisely at this intersection of open challenges and architectural diversity that information theory offers
a transformative perspective. As a mathematical framework for quantifying information, uncertainty, and complexity,
information theory provides a set of rigorous, domain-agnostic tools to formalize and address these questions. Core
ideas from information theory naturally capture key challenges in GML: how information flows, how neighborhood data
is compressed, and how dependencies between distant graph components are quantified.

Information theory [114] has a profound history and wide-reaching impact, providing an effective framework
for analyzing large-scale data [67, 68]. Originally developed to study optimal communication and encoding, it has
been extended to a broad spectrum of scientific and engineering disciplines, including statistical inference [55],
cryptography [133], neurobiology [130, 134], and quantum computing [146], etc. At its core, information theory
formalizes how information can be efficiently represented, compressed, transmitted, and inferred, closely aligning
with the foundational objectives of deep learning. Over the past few decades, these two fields have maintained a close
relationship in their development. Consequently, many theories and tools from information theory have been utilized
in the development of deep learning and emerging Al topics [104], such as feature extraction [125, 135], statistical
inference [25], and Explainable AI [168].

Following the immense success of information-theoretic methods in applying fields such as Computer Vision [31, 36]
and Neural Language Processing [23, 141], there has been increasing interest in applying information-theoretic methods
to the structured graph data recently. Unlike images or text, graph data is characterized by its non-Euclidean topology,
inherent sparsity, and complex, multi-scale statistical dependencies. Analyzing and extracting the information from the
complex node features and irregular structure is fundamental in GML, and important efforts have been invested in
developing models to obtain informative representations [66, 151]. The information in the graph data is distributed
across micro (node/edge) to macro (subgraph/graph) scales, making its preservation and efficient processing a more
intricate problem. Information theory provides natural tools to address these challenges, including entropy to measure
graph complexity, mutual information to preserve key relationships, and information-based principles to guide model
design. Recent studies have explored and validated these tools in GML tasks such as node classification, link prediction,
and community detection, thereby validating the potency of this intersection. However, despite rapid progress, no
comprehensive survey yet systematically organizes this emerging work within a coherent framework.

Major differences and contributions. Several works have reviewed graph learning, information theory, and the
application of information theory in deep learning, respectively. Yu et al. [173] reviewed fundamental information-
theoretic measures and learning principles along with their practical usages in deep learning, and highlighted graph
learning as an emerging research direction. Goldfeld and Polyanskiy [43] systematically surveyed the information-
theoretic foundations of the Information Bottleneck (IB) principle and its role in analyzing deep neural networks, while
Hu et al. [52] further reviewed more recent applications of IB in deep learning. However, none of these works provide
a systematic summary of the role of information theory in graph learning. The integration of information theory
and graph learning encompasses various complex theories and technical approaches, necessitating a comprehensive
review of the core ideas, methodologies, and achievements in existing research. In this survey, we dive deeper into the
paradigms of advancing information theory to GML by systematically analyzing how information-theoretic principles
guide model design, optimization objectives, and interpretability in various graph learning scenarios.

Organization. The content of this paper is organized as follows. In Section 2, we introduce the background
knowledge for information theory and graph learning. In Section 3, we summarize the current information-theoretic

GML methods, starting from basic uncertainty quantification, moving through relational analysis, and culminating in
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principled model design, as further illustrated in Sections 4, 5, and 6. Section 7 introduces other advanced research

focusing on specific applications. Finally, we summarize the main challenges and future directions for advancing the

information theory for GML in Section 8 while concluding the survey in Section 9.
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Fig. 1. A taxonomy of Information-theoretic Graph Machine Learning.
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4 Sun et al.
Table 1. Notations.
Symbol Description
G={A X, V,E} A graph with the adjacency matrix A € R™*", node feature matrix X € R”Xd, node set
V and edge set E
Y Target
Data n Number of nodes
d; Degree of the i-th node
D Degree matrix D = diag(dy,da, - - - ,dn)
L Graph laplacian matrix
S, T Random variable
P ={p1,p2,---,pn} | The probability set of discrete events
Distribution (.- The joint probability
f().g() Probability density function
Hs(-) Shannon Entropy
Hpa () Rényi’s a-order Entropy
Hon (+) von Neumann Graph Entropy
T Encoding tree
HE() K-dimensional structural entropy
Entropy HEe(+) Edge Entropy
Hi (-, ) Korner Graph Entropy
pp(-) Normalized Residual Entropy
Mutual I(-,-) Mutual information for two random variables
Information In (-, ) a-order Mutual information (a-relative entropy)
Dgr(--) Kullback-Leibler divergence between two density functions
Divergence Djys(-,-) Jensen-Shannon divergence between two density functions
Dq () a-divergence between two density functions
GNN(-) Graph neural network
(€] Parameter space of the model
Learning z Latent representation
hilei/zi]g; Node/Edge/Sub-graph/Graph representation
I; The i-th hidden layer’s feature representation
R(+) Readout function

2 Background of Graph Machine Learning and Information Theoretical Foundations

In this section, we provide a brief introduction to graph machine learning and provide an overview of commonly used
quantities in information theory, including fundamental measures such as entropy, mutual information, and divergence,
as well as popular information principles such as the Principle of Maximum Entropy, Information Bottleneck, and the

Principle of Relevant Information. The primary notations used in this survey are summarized in Table 1.

2.1 Graph Machine Learning

A graph is denoted G = {V,E,X, A}, where V is the set of n nodes; E is the set of edges connecting pairs of nodes,
indicating relationships between them; X € R™*? is the node feature matrix, with each row X; corresponding to the
feature vector of node v;; and A € R™™" is the adjacency matrix, with each element A; ; may also represent edge
attributes such as weights and directions.

Graph machine learning is a subfield of machine learning that focuses on analyzing graph data with both feature and
structural information. A graph neural network GNN(-) can map a graph G to its representation Z. With task-oriented

loss function £ and trainable parameters § € ©, the objective of graph machine learning is:
méi'n L(Z), s.t.Z=GNNgep(X A;0). (1)

Manuscript submitted to ACM
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Unlike traditional deep learning models based on Euclidean data, GNNs can explicitly capture the dependencies
between nodes by using the message passing mechanism [152]. At the k-th layer of the GNN, the representation hz(,k)
of node v is updated by aggregating messages from its neighbors N (v):

h = UPDATE® (k. AGGREGATE® ({hf ™) 1 u € N(0)})). @

This iterative process of message passing allows local neighborhood information to propagate through the graph,

making GNNs particularly effective in tasks involving non-Euclidean data.

Table 2. Comparison and distinctions among various types of entropy.

Entropy Structure Key component® Characteristic
Hs(-) X e The most classical entropy based on probability.
CHra() | X R Using a to control the sensitivity of probability distributions.
Hon (+) v {Aitieqmy Extracting structural information via Laplacian eigenvalues.
HE () v T Mining the optimal hierarchical structure in the graph
HEe () v {Pijtijeqr - vy Calculating edge entropy using node classes of the edge.
Hie (-, ) v VP(-) Calculating graph entropy using independent sets.
pp () v P Calculating the information carried by partition P.

*The key component represents the variables that reflect the graph information in the calculation.

2.2 Entropy

Entropy, a core concept in information theory, serves as a fundamental measure of uncertainty and disorder in data. In
this section, we present various entropy definitions, including the classical Shannon’s entropy measurements, graph-
specific entropy measurements, and their connections. The characteristics of these entropy measures are summarized

in Table 2.

2.2.1 Classical Entropy. Classical entropy measures typically assume independent and identically distributed (i.i.d.)
samples and do not account for the structural dependencies inherent in graph data. Well-known measures include the
Shannon’s Entropy, Joint Entropy, and Rényi’s a-order Entropy.

Shannon Entropy [114] quantifies the fundamental uncertainty or average information content of a random variable.

For a discrete distribution P = {p;}, it is defined as
Hs(P) == pilogpi, 3
i
while for a continuous random variable with density p(x), it is given by the differential entropy

Hs(0 == [ px)logp(xia. @

Joint Entropy [114], as an extension to a pair of random variables, measures the overall uncertainty of their joint
system. For discrete variables (S, T), it is defined as
Hy(S,T) = = )" p(i, ) log p(i. j), 5)
Lj
Manuscript submitted to ACM



6 Sun et al.

and for continuous variables (S, T) with joint density p(s, t), it is defined as

Hs(S,T) = —/ /p(s, t) log p(s, t)dsdt. 6)

Rényi’s a-order Entropy [107] is a parametric generalization of Shannon Entropy that introduces a tunable
parameter @ > 0 to control the sensitivity of the measure to different probability distributions. By varying a, one can
emphasize or suppress the contribution of particular probabilities. The a-order Rényi Entropy Hg 4 (+) is defined as:

1

HR,a(X) = -«

log ) pf":  lim Hya(X) = Hs(X). )
i

2.2.2  Graph-Specific Entropy. Brooks [10] described quantifying the information embedded in structures as a “grand
challenge” that has persisted for fifty years of computer science. Motivated by this challenge, researchers began exploring
entropy formulations that directly capture graph structural properties. To emphasize this structural perspective, we
denote the graph-specific entropy by H rather than H.

von Neumann Graph Entropy (VNGE) [101], derived from the von Neumann entropy [136] in quantum mechanics,
defines graph entropy through the spectral distribution of the normalized Laplacian. For an undirected graph G with
Laplacian matrix L = D — A, the corresponding density matrix is defined as p = L/Tr(L). Let A; > A3 > --- > A, be the
eigenvalues of L, where vol(G) = ¥1_; A; = Tr(L). The VNGE is then given by:

n 2

Ai
Hyn (G) = =Tr(plogp) = - Z (F(G) log F(G)) . ®)
i=1

Structure Entropy [71] establishes a foundational framework for struc-

tural information theory by representing a graph G using a hierarchical FRGraph &
S “ommunity
encoding tree 7 and quantifying the uncertainty inherent in this hierarchical ‘e / é N@ J SR
Node Node

structure, as shown in Fig. 2. It is particularly useful for graphs with hierar- gncoding Tree 7 (height=1) Encoding Tree 7" (height=2)

chical structures, allowing for more effective encoding through hierarchical ~ #'(®) =min@7(@) = #*(6) = min(#”(6))

partitioning. Based on this, the structural entropy of the encoding tree 7~ can Fig. 2. lllustration of the encoding tree.

\%

HT(G) = HT (G ) = ~ 92 Jog, <, 9

©@= 2, H(Go= ) -yrleys ©)
aeT,a#A aeT,a#A

where g, denotes the number of edges connecting nodes in 7, to nodes outside 74, @~ denotes the parent node of

be defined as follows:

a, and Vﬁ is the volume of the node set ‘7/} i.e., the sum of the degrees of all nodes in ’7B Then, the K-dimensional
structure entropy with K specifying the height of the encoding tree can be defined as:

HK(G) = m HT(G). (10)

= in
(T height (T)=K}
Edge Entropy [56] describes graph entropy from the perspective of edges. It can be defined with the probability
Pim that a node v belongs to class I:

_ {edge e : start(e) € V; A end(e) € Vin}|

fm = [{edge e : start(e) € V;}| ’ (11)
He (@)= Y HDwi= > = D pimlogy(pim) |w 12
le{1,...M} le{1,..M} \ me{1,...M}
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where e € E is a non-self-loop edge, V; is the set of nodes in class [, and w; denotes its proportion.
Korner Graph Entropy [61] quantifies the uncertainty in a probabilistic graph (G, P), where P denotes the
probability distribution across its nodes. It is defined as:
|G|

H.(G,P) = i —-p;il i)s 13
(G, P) ae%?m 24 pilog(ai) (13)

where p; is the probability density of node i and a lies within the node-packing polytope VP(G). Sun et al. [127]
extended this formulation by introducing the indicator matrix B of independent sets in G. The node-packing polytope
VP(G) is then defined as the set of vectors a = BA, with A > 0 and }}; A; = 1. This extension incorporates graph
structure through independent sets, offering a refined way to characterize entropy in probabilistic graphs.

Residual Entropy [87] measures the information gain introduced by applying a partition # to graph G. Specifically,
considering that ! (G) denotes the 1-dimensional structure entropy of G under a basic "reference partition" and
HP(G) = HT (G), where height(7") = 2, denotes the structure entropy when the partition # forms the hierarchical
structure of the encoding tree on G. Thus, the reduction in entropy from H(G) to H* (G) captures the additional
structural information revealed by partition #. Normalized Residual Entropy pp (G) is then defined as:
(H'(G) - H”(G))

H'(G)

pp(G) = (14)

2.2.3 Relationships between different entropies. Table 2 shows that traditional entropy measures exhibit only weak
connections to graph structure, whereas graph-specific entropies explicitly encode structural patterns through encoding
tree, Laplacian matrix, and related graph operators.

In particular, VNGE, grounded in quantum information theory, defines a graph entropy that directly operates on
the Laplacian matrix. However, VNGE is computationally intensive [17], as it requires the full eigenspectrum of the
Laplacian. Consequently, several works [17, 167] have proposed approximation methods to reduce computational
costs while maintaining comparable effectiveness. Moreover, Liu et al. [86] investigated the relationship between
1-dimensional structural entropy and VNGE, both theoretically and empirically, by analyzing the entropy gap AH (G) =
HY(G) — Hyn(G), and established the bound:
log,e Tr(A?)

5 vol(G)’

where § = min{d;|d; > 0} is the minimum positive degree. It indicates that 1-dimensional structural entropy serves as

0<AH(G) <

(15)

an approximation of VNGE and is linearly correlated with it [86]. This highlights the distinction between spectral-based

and node-based perspectives of graph information.

2.3 Divergence

Divergence measures quantify the statistical discrepancy between probability distributions. Well-known examples
include Kullback-Leibler divergence, Jensen-Shannon divergence, and a-divergence.

Kullback-Leibler (KL) divergence [62] between two probability distributions f, g is:
@)
9()
where H(f) denotes the Shannon entropy of f and Hcg(+; -) denotes the cross-entropy between f and g. Notably, KL

Dk (f1l9) =/Tf(t)log dt=—/Tf(t)10g9(t)dt—H(f)=Hc5(f;9)—H(f), (16)

divergence is asymmetric, meaning (Dkr (f|lg9) # Dxr(9llf)).

Manuscript submitted to ACM



8 Sun et al.

Jensen-Shannon (JS) divergence [81] is a symmetric and smoothed version of the KL divergence, defined as:

Dys = 3Dkt (fllm) + > D, (gllm), 17)

fg

where m = is a mixture distribution of f and g. JS divergence inherits the information-theoretic properties of KL
divergence whlle being symmetric and always finite.

a-divergence [107], introduced by Alfred Rényi, generalizes the KL divergence with an adjustable parameter a:

Dafllg) = 5 [ #7090t (13

As a — 1, D, reduces to the standard KL divergence.

2.4 Mutual Information

Mutual Information (MI) measures the amount of information shared between two random variables. It quantifies the

reduction in uncertainty of one variable given knowledge of the other.

24.1  Definition of Mutual Information. Mathematically, the Mutual Information [114] between two random variables
(S, T) is defined as the KL divergence between their joint distribution f (s, ¢t) and the product of their marginals f(s) f(#):

16557 = Dir (5.0 0) == [ [ 6.0y 10g s .

=H(S) - H(S|T) =H(T) - H(T|S) = H(S,T) - H(S|T) — H(T|S),

where H(-) and H(:|-) denote entropy and conditional entropy, respectively. MI is symmetric (I(S;T) = I(T;S)) and
equals zero if and only if S and T are statistically independent.

a-order MI [3] generalizes I(S; T) by replacing the KL divergence with the a-divergence:
Ia(S;T) = Do (f(s, DI f () (). (20)

2.4.2 Estimator of Mutual Information. Estimating MI from observational data is a fundamental challenge in both
information theory and machine learning, particularly in high-dimensional settings. Besides non-parametric estimators,
such as the Rényi quadratic entropy kernel estimator [104] and the matrix-based Rényi entropy estimator [79], recent
studies typically adopt variational approaches, such as MINE [6], that leverage contrastive learning and noise-contrastive
estimation [45] to estimate MI in a parametric manner. A discriminator D is trained to distinguish samples from the
joint distribution p(x,y) (positive pairs, (pos) = (x,y)) and samples from the product of marginals p = p(x)p(y)

(negative pairs, (neg) = (x,v’), with ¢y’ ~ p(y)). MI estimation is then reduced to optimizing objectives as follows:

e BCE (Binary Cross-Entropy):

Ep [log D({pos))] +Ej [log(1 - D({neg)))] . (1)

e InfoNCE [100]:

eD(pos)) /T
—E, |log S D pat | (22)
e JSD (Jensen-Shannon MI estimator) [99]:
—Ep [sp(-D({pos))] — E; [sp(D((neg))], sp(z) =log(1+e*). (23)
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e MINE (mutual information neural estimator) [6]:

E, [D((pos))] - log (Eﬁ [e9<<neg>)]) . (24)

Additionally, from a graph perspective, Escolano et al. [30] integrated manifold alignment with copula-based entropy
estimators to efficiently estimate MI between graphs. By modeling an information channel and quantifying structural

correlations through MI, their method provides a more accurate and principled measure of graph similarity.

2.5 Fundamental Information Principles

Information-theoretic principles provide a rigorous foundation for graph learning, guiding the design of models that
effectively capture structural patterns, preserve relevant information, and improve robustness and generalization across
tasks. In the following, we focus on three representative principles: Maximum Entropy, Information Bottleneck, and the

Principle of Relevant Information.

2.5.1  Principle of Maximum Entropy. Principle of Maximum Entropy (PME) [55] states that, among all probability
distributions P that satisfy a given set of constraints, the optimal distribution P* is the one that maximizes entropy,

thereby introducing the least additional assumptions beyond the known information:
P = H(P). 25
arg max H(P) (25)

In graph learning, PME provides a principled way to construct probabilistic graph models by maximizing uncertainty
while enforcing constraints derived from observed node features, edge statistics, or topological properties, thus avoiding

bias.

2.5.2 Information Bottleneck. The Information Bottleneck (IB) framework [131] provides a principled approach for
balancing the trade-off between information preservation and compression. Given x € X, y € Y, and a latent represen-
tation z € Z defined by p(z|x) under the Markov chain Y — X — Z, the IB objective seeks a representation Z that
compresses X by min I(Z; X) (“minimal”) while preserving task-relevant information by max I(Z;Y) (“sufficient”).
min I(Z;X) — fI(Z;Y). (26)
p(zlx)
where the Lagrange multiplier § controls the degree of compression of Z.
In deep learning, numerous studies [58, 109, 116, 132] have explored IB by examining the optimization process,
learning dynamics, compression effects, and generalization abilities. In the field of GML, the traditional IB has been

extended to graph-specific variants [150, 174], which account for both node attributes and structural information.

2.5.3  Principle of Relevant Information. The Principle of Relevant Information (PRI) [104] advocates learning represen-
tations that balance the complexity of the encoded information with its utility in representing the informative aspects of
the data. Specifically, PRI trades off between the entropy of the learned representation H(Z) and its descriptive power
regarding X, quantified by a divergence D(Z||X):

min H(Z) + fD(Z||X), 27)
p(zlx)
where f controls the amount of relevant information that Z extracts from X. Notably, PRI does not require a relevant

auxiliary variable Y and optimize directly on the original data X.
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3 Information Theory Meets Graph Machine Learning: Framework and Taxonomy
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Fig. 3. We first define graph machine learning intuitively as extracting features from graph data to minimize task loss. From an
information-theoretic view, we then explore three aspects: entropy for data characteristics, mutual information and divergence for
information flow, and model design guided by information constraints.

This survey organizes methodologies into a hierarchical framework as shown in Fig. 3, progressing from basic
uncertainty quantification to relational analysis and principled model design, supporting more effective, interpretable,
and robust graph machine learning systems.

Entropy as the base metric to assess the intrinsic uncertainty and complexity of graph (Section 4). Entropy
is a fundamental measure in information theory that quantifies the uncertainty of a random variable. In GML, entropy-
based methods assess the intrinsic uncertainty and complexity of graph features, including node attributes, structural
properties, and global characteristics. Graph data is typically more complex than regular data such as images or text,
owing to intricate node interdependencies, dynamic structural variations, and multi-relational patterns. Leveraging
entropy provides tools to quantify and manage such variability, enabling a deep understanding of informational content.
Consequently, deeply examining the complexity, variability, and inherent randomness of graph data becomes essential
for advancing effective GML models.

Capturing relationships with mutual information and divergence (Section 5). Building on entropy, mutual in-
formation quantifies the dependencies between variables in a graph, capturing relationships across structural hierarchies.
Divergence measures assess dissimilarities between probability distributions, offering a complementary perspective
on how different components of a graph vary. Given the hierarchical and complex nature of graph data—from local
connections to global topology—analyzing these dependencies and divergences is essential. Together, these measures
enable GML models to capture and preserve both the interdependencies and discrepancies inherent in graph data,
leading to more informative representation learning.

Guiding model design via information principles (Section 6). At the highest level, information principles such

as the Principle of Maximum Entropy, the Information Bottleneck, and the Principle of Relevant Information, integrate
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insights from entropy, mutual information, and divergence. These principles provide a rigorous foundation for designing
GML models, guiding how representations should be compressed, regularized, and made both discriminative and robust.
Specifically, they promote unbiased learning (Maximum Entropy), compress task-irrelevant features (Information
Bottleneck), and balance compression with the preservation of relevant information (Principle of Relevant Information).
Given the broad applicability of GML models, these principles offer a unified and general perspective for guiding the

learning process while balancing model complexity, accuracy, and generalization.

4 Quantifying Intrinsic Uncertainty and Complexity: Entropy as the Base Metric

For graph data, a substantial amount of critical information is encapsulated not only in the node features but also in the
structure of the graph itself, as it inherently encodes the fundamental relational connections among nodes [153]. At
the foundational level, entropy, as a key measure of data uncertainty and information content [97], provides an initial
understanding of the intrinsic complexity and uncertainty present in graph data by quantifying the distributions of
nodes and edges. As illustrated in Fig. 4, this section demonstrates how entropy functions as a fundamental metric for
quantifying uncertainty and complexity in graph machine learning from three aspects: capturing the basic characteristics,

describing the underlying structural information and analyzing graphs with data-driven models.

Quantifying Intrinsic Uncertainty and Complexity

1. Inherent Graph Structure / 2. Graph Structure \ / 3. Data-Driven Model \
Characterization Description Interaction

¢ Graph Level
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Fig. 4. Overview of Entropy as a Metric for Measuring Uncertainty and Complexity.

\

4.1 Inherent Graph Structure Characterization

In the context of graphs, entropy provides a principled way to quantify structural variability, including the diversity of
node connections, the distribution of edge weights, and the overall complexity of the topology. By characterizing how
information is distributed across the graph’s structure, entropy can reveal important structural patterns, providing

valuable insights for understanding, analyzing, and optimizing graph structures.

4.1.1  Structural Properties. Quantifying structural properties is central to the study of complex networks, as it provides
insight into how topological patterns shape system behavior. Recent works have increasingly emphasized the use of

spectral and combinatorial entropy as tools for capturing structural characteristics across multiple scales.
A major line of progress involves leveraging spectral entropy to assess topological diversity. Su et al. [118] system-
atically analyzed spectral entropy measures based on the eigenvalues of Laplacian and adjacency matrices,such as
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BGS [9], EE [33], and DD [21], demonstrating that spectral entropy better capture global structural variations more
effectively than traditional distribution-based metrics. Complementing this global perspective, Wan et al. [137] explored
combinatorial entropy to characterize graph complexity through the distribution of independent sets and matchings.
Their proposed NIS (Number of Independent Sets) and NM (Number of Matchings) entropy measures provide a novel
perspective on structural richness based on subgraph enumeration.

Despite progress in global and local characterizations, a mesoscopic structural entropy has been absent. To fill this
gap, Zhang et al. [192] introduced the clustering coefficient structural entropy, which incorporates clustering patterns
into entropy calculations to more precisely quantify network complexity. Moreover, the Structural Entropy Ratio (AS)

provides a robust indicator of structural stability for analyzing dynamic evolution.

4.1.2  Functional Properties . Functional properties, such as vulnerability, security, and resilience, reflect a graph’s ability
to withstand disruptions or attacks. These properties are fundamentally tied to the underlying topology, connectivity
patterns, and community structure, offering critical insights into how graphs maintain stability and recover under
external perturbations.

To improve the assessment of graph vulnerability, Wen and Deng [145] introduced an entropy-driven approach by
embedding entropy-derived features into the vulnerability assessment process. This process uncovers subtle structural
weaknesses and offers a more comprehensive characterization of community vulnerability. Extending this line of
inquiry, Li et al. [69] investigated network security by introducing two novel metrics: Resistance and the Security Index,
both derived from formulations grounded in graph entropy defined in Eq. (28). Experimental results demonstrate that
higher values of the Security Index correspond to stronger resistance against virus propagation and structural attacks.

R(G)
HUG)

The functional role of entropy is also demonstrated in the context of attack and defense strategies. REM [87] exploits

Resistance : R(G) = H(G) - H%(G), Security Index : p(G) =

(28)

residual entropy to manipulate perceived community structures, enabling effective community deception by minimizing
this entropy measure. In contrast, REGG_UA/TA [85] adopts the opposite strategy that maximizing residual entropy to

enhance structural robustness, thereby enhancing a network’s resilience to disruptions.

4.2 Graph Structure Description

With the development of graph neural networks, effectively extracting and representing structural information has
become increasingly important. Beyond leveraging inherent node or edge attributes, modern graph models require a
deeper understanding of the latent structural patterns embedded within complex networks. This necessitates analyzing
structure at multiple levels of granularity—including global graph topology, localized substructures, and critical

individual nodes, as illustrated in Fig. 5.

4.2.1 Graph Level. While entropy captures intrinsic structural characteristics, it also reveals how graphs are organized.
Specifically, graph data appear in diverse forms such as hypergraphs, heterogeneous graphs, probabilistic graphs, and
dynamic graphs, each with distinct structural assumptions and modeling challenges as illustrated in Fig. 6. There-
fore, based on the characteristics and requirements of different scenarios, researchers have extended graph entropy,
particularly Structure Entropy [71], to develop tailored formulations for various graph types.

Hypergraph. Hypergraphs generalize classical graphs by allowing each hyperedge to connect multiple nodes,
making them effective for modeling multi-way relationships in complex systems. Bloch and Bretto [8] introduce a
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hypergraph entropy that decomposes a hypergraph into partial components to form an entropy vector, enabling
fine-grained characterization of structural diversity. Complementarily, Chen and Rajapakse [14] develop a tensor-based
entropy for uniform hypergraphs by extending von Neumann entropy using tensor formulations. It not only reflects
the regularity of uniform hypergraphs but also exhibits well-defined bounds and robustness properties.

Heterogeneous Graph. Heterogeneous graphs contain multiple types of nodes and edges, enabling the modeling of
diverse relationships in applications such as recommendation systems, knowledge graphs, and biological networks [15,
138]. Han et al. [46] propose a simplified version of von Neumann entropy and analyze its relationship with the
Heterogeneity Index [32]. MrSE [13] extends structural entropy to the multi-relational setting through a random-
surfing formulation, relaxing the classical single-relation assumption. Similarly, CoarSAShvec [185] further incorporates
entropy-based principles into embedding methods for heterogeneous graphs, enhancing representation learning and
broadening entropy’s utility in heterogeneous graph analysis.

Probabilistic Graph. A probabilistic graph is defined as a graph (G, P), where a probability distribution P is assigned
to the node set V. This formulation enriches classical graphs by incorporating uncertainty, yielding more flexible
and expressive structures. Marton [93] provide a new perspective on the Shannon capacity of probabilistic graphs by
integrating probability distributions with orthogonal representations. This work proposes a new upper bound and
uncovers a deep connection between probabilistic graph capacity and graph entropy, extending Lovasz’s classical
results [89]. Building on this foundation, GeMAX [127] combines orthogonal representation with the probabilistic
graph entropy concept introduced by Korner et al. [61], enabling effective estimation of Kérner’s Graph Entropy.
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Dynamic Graph. A dynamic graph is a sequence of temporally indexed graph states evolving over time [48].
Unlike other graphs, dynamic graphs incorporate a temporal dimension, substantially increasing structural complexity.
Incre-1dSE/2dSE [159, 160] introduces Global Invariant and Local Difference, enabling efficient updates of 1- and
2-dimensional structural entropy via dynamic adjustments of the coding tree, rather than recomputing entropy from
scratch. Focusing on the irregularity of temporal interactions, Huang et al. [54] introduce Temporal Information Entropy
(TIE), which quantifies unpredictability in node interaction over time, where higher entropy values indicate more
bursty or irregular behaviors. Li and Jung [75] propose a dynamic graph embedding model based on entropy to make

temporally similar graphs closer in the embedding space, facilitating anomaly detection in temporal graph sequences.

4.2.2  Sub-structure Level. While graph-level entropy captures global structural information, a finer-grained analysis
requires examining localized substructures within the graph. This shift from global to local perspectives enables models
to capture subtle connectivity patterns, highlighting two key substructures: subgraphs and communities.

Subgraph. A subgraph is a subset of nodes and edges within a large graph. Subgraph-level analysis is fundamental
for capturing localized structural patterns, enabling reveal meaningful patterns for applications such as brain region
detection and social network analysis. Subgraph entropy was first introduced by Sen et al. [111] to quantify the structural
information encoded in the subgraphs induced by individual nodes. Extending this idea, Sen et al. [110] applied subgraph
entropy to identify critical brain regions and functional components in clinical datasets. To provide a more rigorous
understanding, Sen and Parhi [112] further analyzed key properties of subgraph entropy, deriving upper and lower
bounds for subgraph entropy and showing through experiments that it is more stable than common centrality measures
(e.g., strength, eigenvector, betweenness). Considering computational efficiency, SREGK [156] uses a kernel method to
efficiently compute Rényi’s entropy. Based on this, LSEK [119] develops the labeled subgraph entropy graph kernel
via a dynamic programming-based subgraph counting algorithm and a re-derived clustering expansion formula. This
method enables fast computation of global graph entropy while integrating both topology and node label semantics.

Community. Discovering communities is important for analyzing complex graph structures, as it uncovers mean-
ingful structural organization within graphs [22]. Traditional approaches primarily rely on topological statistics, such
as node degree distributions and clustering coefficients [5, 37, 96]. These methods still have limitations under varying
conditions. Recent efforts have turned to information-theoretic formulations of community detection. A representative
work is &/ M [70]. Grounded in the “homophily/kinship” principle, it posits that natural communities emerge as the
result of minimizing structural entropy. Another line of work shifts the focus from connectivity to node attribute
similarity over connectivity. CHROCODE [24] uses chromatic entropy to detect communities based on shared attributes,
addressing the issue that connectivity density may not necessarily correlate with a shared property or purpose. More re-
cently, Propose-Select-Adjust (PSA) framework [18] extends structural entropy to decentralized environments, enabling
robust community detection without centralized control. Building on these developments, CoDeSEG [154] formulates
community detection as a potential game, leveraging two-dimensional structural entropy for efficient detection of
both overlapping and non-overlapping communities with near-linear time complexity. LAP-E [16] improves the Label
Propagation Algorithm by incorporating mutual information and a belonging coefficient, enabling the capture of

indirect relationships and improving accuracy and stability in sparse or noisy networks.

4.2.3 Key Node Level. Building on structural extraction at the graph and substructure levels, we further explore
finer-grained key node components. Identifying and analyzing critical nodes offers essential insights into a graph’s
functional organization, improving both understanding and the decision-making capability of complex systems.
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For instance, EC [78] combines Local Structural Entropy and Clustering Coefficient to capture uncertainty and local
heterogeneity as well as to measure neighborhood cohesiveness, effectively identifying nodes that are both structurally
distinct and functionally central. ALGE [197] selects key nodes for active learning based on structure relative entropy,
quantifying a node’s similarity to others across local and global structures. In hypergraphs, HVC [51] leverages von

Neumann Entropy to identify important nodes that strongly influence information flow and structural robustness.

4.3 Data-Driven Model Interaction

Shifting from data-centric view to model-centric view, GML emphasizes how models extract, align, and refine graph
information. Fundamentally, GML can be viewed as an information optimization problem in graph data space [66],
where entropy naturally serves as a guiding measure. We categorize this interaction into two complementary directions:
Model for Data Alignment, which focuses on entropy-based strategies to configure model parameters that respect
underlying graph structures, and Model for Data Mining, where entropy supports structure-aware tasks such as encoding,

clustering, and pooling.

4.3.1 Model for Data Alignment. In GML, choosing the right model configuration is essential for effectively capturing
data characteristics. Recent methods leverage entropy to automatically calibrate key parameters, particularly for
embedding dimension selection and model structure design. MinGE [91] applies the minimum entropy principle to node
embedding dimension selection, jointly considering feature and structural entropy to compute the most informative
and compact embedding dimension for each node. Extending this idea, MGEDE [164] combines attribute entropy with
structural entropy to estimate both node-level and graph-level embedding dimensions, providing a more comprehensive
entropy-guided dimension calibration strategy. In both cases, minimizing entropy effectively quantifies and reduces
uncertainty in graphs. Entropy has also been leveraged to improve data alignment at graph level. ODSE2 [88] employs
Rényi entropy-based estimators (QRE and MST) to quantify dissimilarity between graphs. By minimizing this entropy,

it adaptively captures structural variations and improves alignment and generalization across graphs.

4.3.2  Model for Data Mining. While data alignment focuses on fitting models to observed structure of graph data, data
mining emphasizes uncovering and preserving hidden structural patterns. Entropy-based techniques have recently
been central to enhancing models’ ability to extract deep, non-obvious signals from graphs.

Structure learning. Structure learning refines graph topology to better reflect intrinsic node relationships, with the
aim of uncovering latent patterns beyond observable connections. By optimizing structural entropy, models can reveal
hidden regularities and recover faithful latent structures. One representative approach is USER [142], which learns
a cleaner graph structure by minimizing structural entropy, thereby suppressing noisy or spurious edges. Similarly,
SE-GSL [199] introduces a hierarchical entropy optimization framework, maximizing 1-dimensional structural entropy
for local diversity while minimizing high-dimensional structural entropy to enforce global compactness. Beyond
structure refinement, entropy-based methods also distill essential graph compositions. Methods such as [148, 149]
convert graphs into coding trees via entropy minimization, compressing redundant components and highlighting the
most informative substructures. Moreover, Han et al. [47] leverage von Neumann entropy and the Minimum Description
Length principle to build generative prototypes of graph data, capturing common substructures and global regularities.

Clustering. Graph clustering aims to reveal the latent structural organization by grouping nodes into clusters that
reveal hidden structures, functional modules, and semantic groupings. LSEM [166] minimizes structural entropy to
detect optimal communities in directed graphs, effectively identifying coherent sub-networks. SSE [179] extends this to

semi-supervised clustering, integrating constraint-based supervision with high- and low-dimensional structural entropy
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for both partition-based and hierarchical clustering. Building further, GCP [129] employs a 2-dimensional structural
entropy to uncover meaningful clusters under privacy constraints, while SCE [53] iteratively minimizes structural
entropy with sparse embeddings and coding trees, addressing locality limitations of traditional clustering. Recent works
focus on enhancing clustering flexibility and adaptivity. LSEnet [121] proposes Differentiable Structural Information,
an entropy-based formulation that enables clustering without preset cluster numbers. Operating in hyperbolic space, it
minimizes entropy to jointly capture node features and global structural organization. DGAGC-EM [198] integrates
entropy minimization with attention mechanisms to dynamically adjust neighborhood influence. Kenley and Cho [59]
leverage node-based entropy reduction to guide node clustering and structural segmentation.

Pooling. Graph pooling compresses groups of nodes into compact representations [63]. Entropy provides a natural
criterion to guide information-preserving compression, ensuring that simplified graphs retain the most informative and
structurally significant components. SEP [147] introduces a global pooling strategy by minimizing structural entropy to
construct a hierarchical coding tree, which naturally reflects graph structure without relying on predefined compression
ratios. HSEIBPool [90] improves entropy stability by scoring nodes and pooling only structurally important ones.
Beyond coding-tree approaches, pooling can be formulated as information optimization. MEWISPool [98] maximizes
graph output entropy to retain high informational fidelity, while iPool [42] leverages neighborhood conditional entropy
to retain the most informative nodes, ensuring the coarsened graph preserves key structures and semantic patterns.

In summary, entropy plays a pivotal role in graph data: maximizing entropy promotes structural diversity and

preserves information, whereas minimizing entropy uncovers regularities, reduces noise, and extracts essential patterns.

5 Uncovering Dependencies: Capturing Relationships with Mutual Information and Divergence

GML paradigms characterize how information is represented, transmitted, and optimized within graph structures.
Central to these paradigms is the balance between local and global information. Mutual Information governs dependency
preservation across graph components, facilitating effective information transmission, while divergence measures
provide optimization principles that align specific data observations with general distributional representations, ensuring
robust and generalizable models. Together, these perspectives form a unified framework that advances representation

learning, generation, and inference on graphs.
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5.1 Information Transmission: Local < Global

Mutual Information (MI) serves as a fundamental measure for quantifying how information flow propagates and
transmits within graphs both locally and globally. DIM [50] first introduced an unsupervised learning approach based
on MI maximization between global and local representations, capturing meaningful features and offering theoretical
insights for information-theoretic GML. Following the perspective of multi-scale information flow, as illustrated in
Fig. 8, we provide a comprehensive analysis of the mechanisms that enable effective information transmission at both

local and global levels. A comparative summary of their characteristics is in Table 3.
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5.1.1 Node <> Node. From the perspective of information exchange between nodes, a key objective is to capture the
mutual dependencies between each node and its local context. N2N [28] addresses this by maximizing the MI between a
node’s hidden representation and that of its surrounding neighborhood. This enables the model to learn structure-aware

embeddings without explicit topology augmentation or traditional aggregation.

5.1.2 Node <> Subgraph. Building upon the local node-level interactions, subgraphs serve as richer representations
of local graph information, bridging the gap between individual nodes and the entire graph. GIC [94] leverages
coarse-grained graph information to enhance node embeddings by identifying nodes within the same cluster and
maximizing the MI among them. This addresses the limitations of relying solely on either fine-grained local similarities
or global similarities, effectively meaningful cluster-level representations. Extending multi-scale information flow,
CommDGI [189] models the information exchange within community structures. By maximizing the MI between nodes
and their corresponding communities, CommDGI captures complex relationships between nodes and community-level

contexts, yielding community-aware embeddings.

5.1.3 Node <> Graph. Nodes encode fine-grained local information, whereas the entire graph provides holistic global
context. Capturing the information flow between these two levels enhances representation consistency and yields more
expressive embeddings. DGI [135] is a pioneering method that leverages MI maximization between node embeddings
and a global graph summary vector to learn meaningful node representations. CommDGI [189] extends DGI to
community-aware feature learning. HDGI [106] extends DGI to heterogeneous graphs by incorporating meta-paths to
capture diverse semantic relationships. Furthermore, EQuAD [165] identifies DGI’s ability to preserve invariant graph
features and enhances it to improve Out-of-Distribution performance. Considering topology explicitly, GMI [103] jointly
maximizes Feature Mutual Information and Topology-Aware Mutual Information, encouraging the preservation of both
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attribute-level and structural signals. MVMI-FT[34] constructs both a feature view and a topology view, maximizing MI

between them to capture more comprehensive node representations that integrate node features and graph structure.

5.1.4 Edge & Graph. Shifting the focus from nodes to edges as fundamental relational units, the interaction between
edges and the whole graph highlights how pairwise relations align with the global structural context. EGLN [162]
maximizes MI between edge embeddings and the global graph structure, capturing multi-scale relational dependencies
that are particularly beneficial in recommendation scenarios. Additionally, BiGI [12] extends this paradigm by modeling

MI between edges and global bipartite representations, effectively capturing the global properties of bipartite structures.

5.1.5 Subgraph <> Graph. At the graph-level, individual node embeddings insufficient for capturing higher-order
structural semantics. Thus, effective information transmission between subgraphs and the entire graph is essential for
learning expressive representations. SUGAR [124] introduces a reinforcement learning-based approach to dynamically
extract informative subgraphs and reconstruct a “sketched graph” that reveals subgraph-level patterns. A self-supervised
MI mechanism is employed to enhance subgraph representations, ensuring they accurately reflect the global graph
structure. AdaSNN [76] further proposes a bi-level MI enhancement mechanism that identifies critical subgraphs within

the graph and enforces that these subgraphs preserve the structural characteristics of the overall graph.

5.1.6  Graph < Graph. Cross-graph information flow enables models to capture dependencies beyond a single graph,
enhancing representation quality and generalization ability. By examining these broader interactions, we reveal how
MI transfer between graphs contributes to more effective GML. For supervised learning, CoGSL [83] introduces a
compact structure learning framework that optimizes graphs via information compression. For domain adaptation
scenarios, RGDAL [161] introduces a robust graph domain adaptation framework that constrains MI to filter out noisy
factors, enabling cross-network node classification between source and target graphs. In self-supervised learning,
InfoGraph [120] maximizes MI between node- and graph-level representations. Its enhanced variant, InfoGraph* [120],
introduces a dual-encoder semi-supervised framework to refines graph-level embeddings using both supervised
and unsupervised signals. While effective,InfoMax-style methods may generate redundant and non-discriminative
representations [128]. To mitigate this, InfoMin methods such as GraphCL [169] encourage diverse representations
by minimizing shared information between views and combining IB constraints to prevent collapse and enhance
generalization. However, they may lose task-relevant information by neglecting view consistency [128]. Beyond these
extremes, min-max MI frameworks jointly balance redundancy and essential information. AD-GCL [128] introduces
adversarial augmentation via a trainable edge-dropping module to minimize redundant information while maintaining
essential structure. Similarly, GCLMI [157] applies a min-max MI objective to filter noise, enabling adaptive, information-
theoretically grounded graph learning. These approaches reflect a shift toward adaptive, information-theoretically
principled self-supervised frameworks that control information flow based on task demands and data characteristics.

The above methods highlight that regulating information flow, particularly between local and global structures, is
fundamental in GML. In supervised settings, MI maximization dominates, guided by labels to preserve task-relevant
signals. In self-supervised scenarios, balancing information retention and suppression is key for flexible and principled

control across views and hierarchical structure scales.

5.2 Distribution Learning: Specific <> General

Distribution learning in GML aims to balance specific instance-level characteristics with general distribution properties,
enabling models to capture both local details and overarching structure.
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Table 3. Comparison of different mutual information mechanisms in graph machine learning methods.

Perspective Model MI Estimator Description
Node < N2N [28] I(hi, {hj}jen;) InfoNCE Learn node representation by maximizing MI
S Node - |- - | between nodes and neighborhood _ _
Node GIC [94] I1(hi, z;) BCE Preserve the coarse-grain information in the
1 embedding space
Subgraph CommDGI[189] I(h;;z;) InfoNCE Design a new community detection objective
called community MI
7777777 © DGIT135] | I(hi; R({h;} ;T: 1)) BCE = Maximize mutual information between node and -
graph representation
HDGI [106] I(hi; R({hj} et )) BCE Maximize MI to learn heterogeneous graph
representation
Node CommDGI[189] I(hi;; R({hj }7:1 )) BCE Encode node attributes. More in node <
) subgraph part
Graph MVMI-FT[34] I(hi;; R({hj} ;?:1 )) JSD Maximize MI across feature and topology views
GMI [103] 1(hi, g) JSD Calculate MI in terms of features and edges
EQuAD [165] I(hi; R({hj }j=1 ))  InfoNCE Isolate spurious features via MI-based analysis
T 7Eagg T 7|7 TEGLNT[I62] T | (e, R({ej} ;’Zl ))~ ~ BCE =~ ~ Design an enhanced graph optimization function -
1 BiGI [12] I(zi,9) BCE Develop a local-global infomax objective for
o _ Graph_ _|_ _ _ __ R P e ____._ _ _ _ bipatitegraphs
Subgraph SUGAR [124] I(z;, R({z;} ;Z ) JSD Adaptively find the most striking subgraphs
1 ~using RL method
Graph AdaSNN [76] I(zi, R({z; };.’:l )) JSD Detect critical subgraph and preserve the
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, properties of the whole graph __ _
GCLMI [157] I(g, g?uy) BCE Design a simple yet effective graph contrastive
learning framework
RGDAL[161] I(gsource, gtarget) BCE A robust graph domain adaptive learning
Graph framework
! InfoGraph(*) [120] | I(hi, R({h; };‘1:1 ) JSD Unsupervised and semi-supervised graph-level
Graph representation learning
AD-GCL [128] I(f(G),f(¢(G))) InfoNCE  Use a min-max framework to suppress redundant
information.
CoGSL [83] I (g;mg , g?ug ) InfoNCE Learn the most compact structure relevant to
downstream tasks

5.2.1 Preserving General Distributional Characteristics. Preserving distributional consistency between latent represen-
tations and the underlying graph structure is crucial for ensuring generalizable and robust performance in GML.
Variational Graph Auto-Encoder (VGAE) [60] introduces divergence-based regularization by minimizing the KL
divergence between the approximate posterior q(Z|X, A) and the prior p(Z), ensuring that latent representations
capture meaningful and generalizable graph structures. Building on this idea, extensions such as SIG-VAE [49] and
DGVAE [77] enhance posterior expressiveness via hierarchical or cluster-aware designs. Similarly, VGNAE [1] and
HVGNN [122] further employ divergence regularization for dynamic or hierarchical graphs. In generative modeling,
D-VAE [188] and GraphVAE [117] leverage KL divergence to align latent and observed graph distributions, ensuring
realistic and coherent graph generation. Beyond representation, SL-VAE [82] and related zero-shot approaches [144]

use divergence minimization to facilitate knowledge transfer across unseen or uncertain graph scenarios.

5.2.2  Preserving Specific Distributional Features. Unlike methods emphasizing global consistency, approaches that
preserve specific distributional features align latent representations with task-relevant or domain-specific distributions,
in which divergence acts as a core objective to encode feature dependencies, variations, or fairness constraints. At the

feature level, Lv and Du [92] minimize divergence between global and local feature-induced graphs to retain structurally
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meaningful features. At the graph level, Graphite [44] and DDGK [2] employ divergence to align latent distributions
with graph topology and measure similarity across graphs. At the dataset level, Han et al. [47] minimize Jensen-Shannon
divergence to learn prototype graphs that summarize global distributional properties. At the domain level, KT-GNN [7]
reduces the KL divergence between heterogeneous node distributions to enable cross-domain knowledge transfer. In
fairness-constrained learning, Buyl and De Bie [11] use divergence minimization to maintain distributional proximity
while enforcing independence from sensitive attributes.

These approaches highlight the central role of divergence in learning distribution-aware graph representations. By
minimizing divergence between learned and reference distributions, models preserve context-specific statistical
patterns and structural dependencies, making divergence not just a regularizer but a principled paradigm for

encoding meaningful, data-driven structure.

6 Principled Graph Learning: Harnessing Information Principles for Model Design

Information principles (i.e., PME, IB and PRI) can be harnessed to improve GML models, particularly in representation
learning, regularization, and robustness. Integrating these principles offers a holistic strategy for developing advanced

GML models. A summary of some representative methods is shown in Table 4.

Harnessing Information Principles for Model Design

/Principle of Maximum\ / Information Bottleneck \ / Principle of Relevant
Entropy (PME) (IB) Information (PRI)

¢ Adaptation — Diverse Graph

Q

* Extension — Improving the Principle
* Guidance — Strategies and Architectures

s 2

Different Downstream Tasks
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Fig. 9. Overview of Principled Graph Learning
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6.1 Principle of Maximum Entropy

The Principle of Maximum Entropy (PME) provides a framework for modeling complex systems by selecting the least
biased distributions consistent with known constraints, inspiring models that infer or summarize graph structures
while preserving key statistics.

In social networks, Bipartite Configuration Model (BiCM) and Directed Bipartite Configuration Model (DBiCM) were
employed by De Clerck et al. [20] to analyze the structural properties of large-scale bipartite graphs. These models
retain local constraints while maximizing entropy over possible networks, ensuring that deviations from a random
baseline reveal significant higher-order patterns. In neuroscience, Dichio and Fallani [25] used PME and Exponential
Random Graph Models (ERGMs) to infer distributions over network ensembles that match observed topological features,
such as degree distributions or motifs, revealing how local connectivity rules can give rise to emergent global structures
in brain networks. Beyond network modeling, MEWISPool [98] interprets graph pooling as a communication problem,

Manuscript submitted to ACM



Information-Theoretic Foundations and Advances in Graph Machine Learning: A Comprehensive Survey 21

maximizing information transmission in a noisy channel. It selects a Maximum Weighted Independent Set based on

node entropy, combining Shannon capacity with entropy maximization for a theoretically grounded pooling method.

6.2 Information Bottleneck

The Information Bottleneck (IB) principle provides a theoretical framework for learning representations that are
maximally informative about a target variable while compressing input information. In GML, IB serves as a foundational
tool for controlling information flow between graph structure, node features, and downstream tasks, enabling models

to focus on task-relevant signals while discarding irrelevant or noisy details.

6.2.1 IB Adaptation: Handling Diverse Graph Structures. Real-world graphs exhibit substantial variability, including
static and dynamic topologies, heterogeneous semantics, and high-order relationships. To address these varieties, recent
studies have adapted the IB to various graph modalities, enabling robust and structure-aware representation learning.

For static graphs, GIB [150] reformulates the IB principle by analyzing both structure and feature information flows
respectively, enhancing robustness against adversarial perturbations. For dynamic graphs, DGIB [174] proposes the
Minimal-Sufficient-Consensual (MSC) condition to filter evolving graph signals over time, significantly enhancing
robustness under adversarial attacks. For heterogeneous graphs, HGIB [158] addresses heterogeneous semantics
by aligning multiple homogeneous subgraphs and minimizing intra-subgraph redundancy. For high-order relations,
HIB [191] extends IB to hypergraphs, learning to refine noisy hypergraph structures by enhancing reliable connections
and suppressing spurious ones. Beyond input adaptation, SIB [171] selects informative substructures from a complete

graph, optimizing the IB objective via bi-level optimization to extract predictive subgraphs without supervision.

6.2.2  IB Extension: Improving the Principle Itself. While the IB principle provides a solid foundation for learning compact
and informative representations, its direct application can face challenges such as limited representational capacity and
incomplete information extraction. Recent methods have extended the core IB principle to optimize feature extraction,
discrimination, and representation, as shown in Fig. 10. To improve estimation accuracy, CCGIB [35] proposed a
cross-channel IB framework for multi-channel graphs, leveraging both variational upper and lower bounds to optimize
mutual information. This dual-bound strategy improves representation quality by capturing both consistency and
complementarity across channels. Focusing on robustness, RGIB [140] introduces the Subgraph Mutual Information
(SMI) estimator, simulating attack scenarios to optimize the SMI objective ands improve unsupervised robustness on
noisy graphs. CurvGIB [39] integrates domain-specific priors into the IB framework by incorporating discrete geometric
properties, specifically Ricci curvature, into the IB objective. By aligning variational IB with discrete curvature flow, it

facilitates structure-aware representation learning while reducing computational complexity.

6.2.3 IB Guidance: Learning Strategies and Architectures. Beyond extending the IB principle itself, another line of work
leverages IB as guidance for designing learning strategies and network architectures. These approaches aim to improve
the internal mechanics of graph representation learning rather than targeting specific downstream tasks. InfoGCL [155]
introduces an information-aware contrastive learning framework that decouples the process into three modules: view
augmentation, view encoding, and representation contrasting. Grounded in IB theory, it provides theoretical insights
and practical criteria for optimizing each module, ensuring minimal information loss while retaining task-relevant
content. CGRL [115] further extends contrastive learning by combining IB with an adversarial view reconstruction
mechanism. Rather than relying on random node or edge perturbations, CGRL adaptively learns how to generate
structurally diverse but semantically aligned views. On the architectural side, SGIB [195] proposes a differentiable
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Fig. 10. Overview of Graph IB Extension from Different Dimensions

framework to mitigate noise in graph data. LGCN-SGIB [195] incorporates SGIB into a learnable GCN architecture that
simultaneously refines the graph structure and optimizes feature propagation. The IB objective serves as a regularizer

to reduce noisy interference, leading to improved semi-supervised node classification performance.

6.2.4 Output Objectives: Applying IB to Different Downstream Tasks. The IB principle has also been applied to align
learning objectives, particularly in tasks involving graph construction or refinement. In this context, IB serves as a
principled criterion for filtering redundant or noisy information while preserving task-relevant structural signals.

Structure Learning. Graph structure learning (GSL) aims to infer or refine the underlying topology to support
downstream tasks when the original graph is noisy or unavailable. The IB principle offers a natural solution by balancing
informativeness and compactness, guiding the discovery of minimal yet sufficient structures for robust prediction.
VIB-GSL [123] applies the variational IB to generate a task-specific IB-graph by optimizing the trade-off between
informativeness and compactness. The approach shows strong robustness to structural perturbations and offers a new
perspective for noise-resilient structure construction. Similarly, Duan et al. [29] propose a hierarchical structure IB-based
learning framework to eliminate redundant information and introduces a community influence-based fusion mechanism
to enhance the base graph. The above methods significantly improve structure quality and model performance, especially
in scenarios with noisy or incomplete graphs.

Dataset Condensation. Graph dataset condensation aims to compress large-scale graph data into a smaller, task-
relevant one while preserving essential information. A key challenge lies in retaining multi-scale patterns across
different compression levels without introducing information loss during scale transitions. To address this, BIMSGC [38]
proposes a Bidirectional Multi-Scale Graph Compression framework guided by the IB principle. By estimating optimal
intermediate scales and performing both large-to-small and small-to-large compression, it effectively mitigates the
performance degradation commonly observed in traditional multi-scale methods.

Pooling. Graph pooling aims to generate compact graph-level representations by aggregating meaningful local
structures. A major challenge lies in selecting substructures that are both discriminative and non-redundant for
downstream tasks. HIBPool [108] addresses this by introducing a structure-aware discriminative pooling mechanism
with the IB principle: maximizing MI with labels while minimizing redundancy with input data.

Graph Explanations. Graph explanation endeavors to uncover concise and meaningful substructures that underlie
GNN predictions, enhancing model transparency and interpretability. A key objective is to strike a balance between
informativeness and parsimony, capturing what matters for prediction while discarding redundancy. EGIB [139] uses
a two-stage pipeline that first learns a task-agnostic explainer and then adapts it to downstream tasks, leveraging
sufficient and e-explanatory subgraphs to formalize explanation quality and support transferability. In dynamic scenarios,
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TGIB [113] integrates time-aware representations to identify influential event interactions, regulating information flow
from candidate to target events via IB principle.

Subgraph Recognition. Subgraph recognition focuses on identifying informative substructures that contribute
to graph-level tasks. The IB principle provides a mechanism to isolate such structures by retaining the information
flow to task-relevant components. VGIB [170] proposes a Variational Graph Information Bottleneck framework that
enhances subgraph recognition through noise injection and information flow regulation, improving both interpretability
and performance. For pairwise relational tasks such as molecular interaction prediction, CGIB [64] extends IB via
conditional MI, allowing dynamic selection of substructures based on input graph pairs. S-CGIB[65] introduces a
subgraph-conditioned pre-training framework that discovers meaningful subgraphs without supervision and learns

graph-level representations conditioned on these latent structures.

6.3 Principle of Relevant Information

The Principle of Relevant Information (PRI) has been applied to refine and sparsify graph structures, enabling models to
learn or distill graph structures that retain essential information content with enhanced sparsity or robustness.
In graph sparsification, GraphPRI [172] formulates the task as selecting a subgraph Gs from the original graph G

that preserves both structural properties while reducing edges. The optimization objective is:

JGraph-pRr = arg min (‘HuN(G)(G) +BDgys(o || p)) , (29)

where H,n(G) (o) denotes the von Neumann Graph Entropy of the subgraph, and Dgjs(o || p) is the quantum
Jensen-Shannon divergence between the subgraph and the original graph. By minimizing this joint objective, GraphPRI
selects the most information-preserving yet compact subgraph, leveraging PRI for the first time in graph sparsification.

Extending this principle to graph structure learning, PRI-GSL [125] aims to learn an optimized graph G that supports
downstream tasks, ensuring the learned structure retains relevant yet non-redundant information from the original graph,
as shown in Eq. (30). This approach not only produces task-specific graphs but also preserves global informativeness

and mitigates topological noise.

L= Ly +aLpr = Hor (G, Y) e (WZ,N(G) (G) +BDoys (é I G)) , (30)

For dynamic graph modeling, DG-Mamba [177] integrates PRI into its self-supervised framework for Dynamic Graph
Structure Learning. By employing PRI as an regularization term, it guides the model to learn dynamic graph structures

that maximize informative temporal-spatial dependencies while minimizing redundancy:

Lpri(GYT) = H(GYT) + - D (GMT || GMT). (31)

7 Applications of Information-theoretic Graph Learning

In the real world, graph structures are pervasive and numerous problems across various fields can be modeled and
solved using graphs, such as social networks, biological systems, and more [95]. To this end, we now shift focus to how

information-theoretic GML methods are applied to real-world tasks in the following aspects:

o Information Source Modeling: focusing on how data is represented, traced, protected, and utilized. These
challenges are fundamental for building trustworthy and effective data-driven systems.
o Multi-Agent Learning: focusing on designing algorithms for agents to interact and cooperate in complex environ-
ments. Key challenges include communication, policy learning, and stability.
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Table 4. Comparison of methods using different principles.

Principle Model Maximize Minimize Characteristic
De Clerck et al. [20] Obtaine the most unbiased
Dichio and Fallani [25] | ~ Loeg P(G)log P(G) B probability density function P(G)
PME MEWISPool [98] lezll Hs(X;)pi — Maximize the information transmission
rate in a noisy communication channel.
N e N FET0 I IY;zx) I(GZx) 1 Learn the Minimal-Sufficient ~
representation.
T+1.7T+1 I(GIITZ ZTH) P .
DGIB [174] I(Y'™*™ 27 LT T+l Minimal-Sufficient-Consensual
1(ZVT,ZT+) =
Condition.
HGIB [158] I(hi;g7) I(hi; gt | W) Learn the heterograph by splitting it into
two parts.
SIB [171] I1(Y; Ggyup) I1(G; Gsup) Extract the key subgraph from the graph
using IB principle.
HIB [191] 1(Y,Z2) I(Gstructures Z) Enhances hypergraph representations by
suppressing noisy connections.
CGIB [64] I(Y;GLp) I(GYGL,51G?) Extract key subgraphs in the action of a
pair of graphs.
1B 1G5 giom) iy
CCGIB [35] T (G gl om) Extend the IB principle: for
(G geon complementarity and consistency.
RGIB [140] 1(G;2),1(G;Z) I1(G';Z'|G) A more robust IB method. G’ is the
adversarial graph.
CurvGIB [39] I(Y;Z | k) I(D;Z | k) Bi-level optimization for optimal
curvature and representation.
HIBPool [108] 1(Y;S()) 1AM xL); 5Ty S js the pooled representation. A
novel graph pooling method.
TGIB [113] I(Yk; RF) I(R¥; e, GF) RKisa subgraph of edge ex’s L-hop
computation graph.
(G geom) i J i
CCGIB [35] i il I(GL gl om) Extend the IB principle: for
16 9eon complementarity and consistency.
k.
EGIB [139] ;g" gsub; I(Ié(/;g‘b G%) A two-stage explanation strategy
| FHsub subs (pretraining and finetuning)
GraphPRI [172] - D?—l oN(G) (9) For graph sparsification task: minimizing
oss(all p) the number of edges.
PRI-GSL [125] I(Y;G) Hon ) (G) For structure learning task: learning an
PRI Doys(G 11 G) optimized graph structure.
T+1 yT+1 H(GI:T) . .
DG-Mamba [177] (Y'Y ) Doy (GET || GUT For dynamic structure learning task:
KL ( I ) learning robust spatio-temporal graph.

e Biological Applications: focusing on adapting general learning models to biological applications requires domain
knowledge since biological systems possess intrinsic complexity and specific constraints.
e Scenario Perception & Prediction: focusing on understanding and forecasting the evolution is vital for timely

and accurate decision-making.

7.1 Information Source Modeling

Information source modeling focuses on understanding and preserving data origins for reliable and trustworthy analysis.
Source detection aims to identify the origin of a cascade from a partially observed interaction graph. Traditional
methods often rely on structural heuristics, such as node degree or distance centrality. In contrast, ITE [186] proposes a
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Fig. 11. Overview of Applications of Information-theoretic Graph Learning

novel metric called Infected Tree Entropy, which is inspired by structural entropy. The core idea is to identify the source
node whose infection tree minimizes the encoding complexity of the structure, effectively capturing the structural
divergence between potential infection patterns and the observed cascade.

Recommendation systems model users and content as information sources to personalize and optimize content
delivery. SERGE [84] constructs both historical and real-time graphs and computes their graph entropies to dynamically
weight their contributions. This enables the system to adaptively balance long-term preferences with recent user
behavior. For enhancing diversity, DEME-GCL [196] introduces a maximum entropy-based neighbor selection strategy,
promoting diverse information aggregation during message passing. To mitigate noise in user-item interactions,
CGI [143] employs the IB principle to selectively retain informative nodes and edges while filtering out irrelevant ones.

Privacy preservation becomes both a technical and ethical imperative as models increasingly rely on user data.
GCP [129] combines structural entropy and graph clustering with homomorphic encryption to extract the essential
topology of Social Internet of Things networks while protecting user data. RM-GIB [19] applies the IB principle
to design a GNN framework that jointly ensures robustness and membership privacy. In federated graph learning,
PM-FedHG [187] leverages the IB principle to identify task-relevant subgraphs, reducing the exposure of structural

information to Membership Inference Attacks without sacrificing predictive performance.

7.2 Multi-Agent Learning

Multi-agent reinforcement learning (MARL) involves complex interactions among agents, in which effective coordination
and decision-making depend on capturing relational structures. Graph information theory offers a principled way to
model these interactions by quantifying structural dependencies and uncertainty, providing a unified foundation.
Decision making lies at the core of MARL, requiring agents to learn robust policies under uncertainty and interaction
complexity. SIDM [184] and SISA [183] leverage structural entropy to enhance decision-making through principled
abstraction. SIDM minimizes the structural entropy of the state-action graph to reveal hierarchical relationships
to reducing uncertainty. SISA uses unsupervised adaptive clustering to build an optimal encoding tree, filtering
out irrelevant information. MAGI [26] further strengthens the decision-making process by addressing inter-agent

communication. Built upon the IB principle, this method learns minimal yet informative message representations
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by maximizing MI between messages and selected actions while minimizing MI with agents’ private features. This
compression-enhanced communication allows agents to share only the most relevant information for coordination.

Role discovery further builds upon this structural foundation, as identifying agents’ functional roles is essential for
scalable and coordinated behavior. SIRD [180] leverages structural entropy to uncover roles through a hierarchical
abstraction of the agent interaction graph. This enables roles to emerge from the topology of interactions, facilitating
dynamic coordination and specialization.

Exploration efficiency is also important, particularly in high-dimensional environments with sparse rewards.
Extending the role and decision abstractions, SI2E [182] maximizes value-conditional structural entropy, encouraging
agents to explore parts of the state-action space that are both uncertain and potentially high-reward. This exploration

strategy ensures exploration is guided by structural novelty and task relevance, rather than randomness.

7.3 Biological Applications

Biological systems are inherently complex and structured, characterized by rich multiple-level interactions. Modeling
them requires capturing underlying graph structures while quantifying the diversity and relevance of information.

Molecular representation aims to encode molecular graphs composed of atoms and bonds into compact and
informative representations. From an information-theoretic view, &K [72] adopts a structural entropy minimization
framework to construct cell-sample graphs from gene expression data. CGIB [64] applies the graph IB framework to
capture subgraphs that are most influential for molecular properties. SMV-GNN [74] introduces a multi-view bottleneck
mechanism to jointly leverage 2D graph and 3D spatial data, extracting consistent and informative structural features
across modalities. MGIB [178] further extends this idea to a self-supervised pretraining setting, using the IB principle to
distill core substructures that retain essential semantics while discarding task-irrelevant details.

Gene representation aims to anchor the encoding directly on the genomic structure. deDoc [73] identifies chromatin
domains in high-throughput chromatin interaction data by modeling the contact map as a weighted map. By minimizing
structural entropy, partitioning can capture dense intra-domain interactions, enabling fast and adaptive resolution
topological associated domain identification.

Drug discovery seeks candidate molecules or targets to modulate disease processes with molecular representation.
EMDIP [4] integrates uncertainty into protein—protein interaction networks by computing Shannon Entropy over
annotation-context vectors, which captures the functional diversity of each protein and aids in identifying essential
drugs with greater interpretability.

Brain network analysis aims to identify critical regions and high-order interactions that characterize cognition
and disease. Sen et al. [110, 111] employ subgraph entropy to identify structurally significant regions in brain networks.
Complementarily, Li et al. [79] leverage matrix-based Rényi entropy to capture higher-order functional interactions,
revealing a synergistic organization of the resting-state brain. Dichio and Fallani [25] apply PME from a statistical
perspective and model brain networks using Exponential Random Graph Models, explaining how global structures
emerge from local constraints. BrainIB [193] leverages IB-guided GNNss to extract informative subgraphs from static
functional magnetic resonance imaging (fMRI) data. DGAIB [27] extends the IB concept to dynamic brain graphs by

incorporating attention mechanisms, effectively addressing noise and variability in brain signals.
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7.4 Scenario Perception & Prediction

Understanding and predicting dynamic scenarios (e.g., trajectories, traffic patterns, and social interactions) relies heavily
on modeling evolving relationships. In this context, graph structural information is essential across diverse perception
and prediction tasks.

Trajectory prediction aims to anticipate agents’ future motion based on past behaviors and interactions. Jin et al.
[57] constructs a dynamic graph and applies structural entropy minimization to detect relevant neighbors and quantify
key relational patterns.

Traffic forecasting, a more macro-level variant of trajectory prediction, aims to predict future traffic conditions from
historical spatiotemporal data. MultiSPANS [200] minimizes structural entropy to construct a hierarchical encoding
tree of the road network, capturing complex spatial dependencies and identifying structurally significant node pairs.

Social robot detection and behavior modeling use structural information to analyze social networks and identify
anomalous agents. SIASM [181] minimizes high-dimensional structural entropy to model dynamic communities and
quantify user influence, and further introduces conditional structural entropy to guide adversarial follower selection.
Building on similar principles, UnDBot [102] applies entropy-based analysis to multi-relational social graphs to detect
latent robot communities, while SeBot [163] integrates structural entropy into contrastive learning to jointly optimize

global and local subgraph representations.

8 Challenges, Open Problems, and Future Directions
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Fig. 12. Overview of Challenges, Open Problems, and Future Directions

Measuring Graph-specific information. Existing entropy calculation methods typically focus on either graph
features or graph structures (Table 2), with few approaches that integrate both aspects. Future research should develop
entropy measures specifically tailored for graph data that jointly consider both features and structures. Moreover, more
complex types of graphs, such as graphs with multi-modal attributes, present further challenges. Designing information
measures specifically tailored to these complex graphs remains an open problem.
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Bridging GNNs and other model architectures. The optimal neural network architecture for graph data remains
an open question. While message-passing GNNs are mainstream, graph transformers facilitate global information
exchange, and generative models (e.g., Graph GANs, VAEs, and diffusion models) capture underlying graph distributions.
Information theory, by characterizing information encoding, transmission, and decoding, has the potential to analyze
connections among these models and contribute to identifying the most suitable model architecture for graph data.

Mitigating over-smoothing and over-squashing in GNNs. Information theory can provide a new perspective
for understanding over-smoothing and over-squashing phenomena in the message-passing paradigm of GNNs, helping
to analyze the effective retention and loss of information during transmission and transformation [126]. Consequently,
this insight can serve as a foundation for developing higher-order graph learning model architectures.

Understanding the scaling law of graph foundation models. With the rise of large language models, graph
learning is increasingly focusing on graph foundation models [175, 176]. However, whether scaling laws exist for graph
data remains an open question. Information theory can provide valuable insights and theoretical tools for studying the
principles of these models. For instance, Gan and Liu [40] propose a reverse-bottleneck framework to understand how

synthetic data influences LLM post-training from an information-theoretic perspective.

9 Conclusion

This survey principally introduces the existing methods that advance information theory for graph learning. First, we
summarize commonly used information-theoretic concepts in graph learning, analyzing and highlighting their graph-
specific designs, similarities, and differences. Then, we review existing approaches in GML from three perspectives:
measuring intrinsic graph uncertainty and complexity, capturing multi-scale structural relationships, and guiding
principled model design. We further discuss practical applications: Information Source Modeling, Multi-Agent Learning,
Biological Applications, and Scenario Perception & Prediction, showing how theory translates into real-world impact.

Finally, we summarize the possible future research challenges and directions for information-theoretic GML.
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