GFM Security

The Security problem in GFMs
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Data reliability in various open-domain New training paradigm poses new challenges to
environments cannot be reliably ensured. adversaries to rethink how attacks should be formulated.

Towards Effective, Stealthy, and Persistent Backdoor Attacks Targeting Graph Foundation Models.
Privacy Auditing of Multi-domain Graph Pre-trained Model under Membership Inference Attacks.



B Graph Membership Inference Attack (MIA)

> MIA: Tries to determine whether a specific data sample was included in a model’s training set.
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Core principle: Members exhibit stronger overfitting signals than non-members.

Privacy Auditing of Multi-domain Graph Pre-trained Model under Membership Inference Attacks.



B Traditional Graph MIA vs. GFM MIA
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The GFM setting breaks three core assumptions of traditional Graph MIA:
(1) Lower member/non-member distinguishability, (2) Unreliable Shadow Data (3) Weaken Overfitting Signal.
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GFM Backdoor

® Proposed GFM-MIA: (1) Membership Signal Amplification

@nce Overﬁ@ Building Shadow Model Training Attack Model

Multi-domain Membership Signal Amplification
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Core ldea: Free memorization capacity to amplify member overfitting signals.
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GFM Backdoor

B Proposed GFM-MIA: (2) Incremental Shadown Model Construction
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> Build Reliable Shadow Model:
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Core Idea: Incrementally construct a reliable shadow model from the target
model with limited shadow data.
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GFM Backdoor

B Proposed GFM-MIA: (3) Similarity-Based Inference Mechanism
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Core Idea: Members have higher similarity to their positive samples than non-members.
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® Experiments

» On average, our method achieves a 15% increase in MIA accuracy across
five datasets over six state-of-the-art baselines.

(1) link-prediction-based GFM (2) constractive-learning-based GFM

Dataset Cora | CiteSeer | PubMed | Photo | Computers Dataset Cora | CiteSeer | PubMed | Photo | Computers
Victims | Method | ACC FI | ACC FI | ACC FI | ACC FI | ACC Fl Victims | Method | ACC FI | ACC FI | ACC FI | ACC FI | ACC Fl
Embed-MIA | 68.89+1.83 60.311427 | 66.53+126 53.25+290 | 60.60:080 61.93:068 | 60.811252 64.99+1.16 | 61.542051 64.70+073 Embed-MIA | 60.00+2236 73.33+14.91| 50.00:000 66.67+0.00 | 70.32+27.10 76.73+2227 | 60.00:2236 20.00+44.72 | 70.00+27.39 40.00+54.77
Grad-MIA | 51.51s141 22.0347.08 | 50.762049 14.29+184 |49.213279 35.29s461 | 50.7415.16 16.6516.53 | 55.1524.12 41.17+7.13 Grad-MIA | 48.42+494 50.7147.92 | 51.024330 54.16:047 | 57.811386 57.111699 | 52.47+720 55.514753 | 57.972467 60.531222
NLO-MIA | 59.39:060 50.04+176 | 60.752074 53.42:2.11 |54.31s052 54.511083 | 55.4612276 54.70:349 | 60.8513.15 61.5521.99 NLO-MIA | 54.58:280 53.9313.64 | 53.97+2.09 53.10s1.54 | 51.942044 48.64+1.83 | 55.212453 57.112439 | 55.224328 57.7616.51
MDGPT GLO-MIA | 50.00:0.00 66.670.00 | 50.00:000 66.6720.00 | 50.00:000 66.67+0.00 | 50.00:000 66.67+0.00 | 50.0020.00 66.6720.00 GCOPE GLO-MIA | 41.89+7.82 33.12127.55| 44982060 60.81+1.17 | 48.641234 65.4212.16 | 45.4626.10 62.3046.06 | 49.87:0.16 53.2112975
GE-MIA | 60.79+1.63 67.63£197 | 54.90£1.60 61.06£199 [51.69:083 55.044370 | 53.341244 58.8347.07 | 53.1621.58 59.99:3.41 GE-MIA | 51.194136  55.3219.01 | 50.63+055 38.08+16.77 | 50.8520.44 32.041676 | 50.962094 35.96427.88| 50.71:030 16.62:8.18
GPIA 72.20+1641 76.41+1507|68.58+17.65 48.45+3829(65.75+434 62.19+15.12| 61.95+16.17 73.13:884 | 68.35+4.30 65.84+15.79 GPIA 80.00:27.39 60.00254.77 | 70.00427.39 66.67+4082 | 60.00241.83 40.00454.77 | 80.00+27.39 60.00+54.77 | 90.00:2236 93.33114.91
| MGP-MIA | 81.79:094 83.99:087 | 77.36:131  80.06:208 | 74.77:047 77.09:1.06 | 74.05:033 77.23:055 | 80.66:1.43 82.05:133 | MGP-MIA | 87.21+1.04 88.13:083 | 85.86+075 87.44:060 | 80.20:177 83.37+1.17 | 83.19:105 85.04:069 | 84.80+1.43 86.35:084
-_Embedding 66.62:1.02 58.932174 | 65.612150 52.314295 | 55.462048 58.652107 | 59.43+1.15 64472101 | 58.94159 64.20+1.17 Embedding | 54.39:9.81 14.1023153 [ ST.18+1002 43.49:33.11 | 48.612500 16.54429.76 | 50.172143  40.22436.62 | 49.80:1.14  42.90432.76
Gradient | 49914175 32.35:233 | 50.00:230 40.33+1127(51.45:302 51.39+368 | 49.06+535 49.60+389 |45.44:330 47.1413.13 Gradient | 61.82+233 60.71s250 | 52.1912.19 47.711334 | 50.0321.22  51.761220 | 48.22+182 52.8647.42 | 54.70:370 61.212421
NLO-MIA | 60.97+1.02 53.83+1.53 | 61.48+163 53.53:228 | 52.172056 52.13:1.05 | 53.38+4.49 55.48:4.72 | 54.541383 56.39+3.23 NLO-MIA | 52.87+197 52.66:3.14 | 49.8413258 49.6314.49 | 49.512018 51.071262 | 49.112485 49.68+4.85 | 50.532280 50.6720.77
G GLO-MIA | 50.92:128 66.25:093 | 50.52:072  66.06:094 | 49.98:007 66.62+0.12 | 50.02:004 65.47+267 |48.16:4.01 66.6320.08 SAMGPT GLO-MIA | 61.02:061 63.52+3.11 | 55.16+531 47.16+3081 | 53. 712209 59.74+11.10 | 51.182193 63.4547.48 | 50.98+1.23 35.32430.08
BRIDGE| GE MIA | 5575:43 59.34s437 | 52.861236 52771876 | 50.661030 52131274 | 52.635122 62415188 | 53208185 57.5847mm GE-MIA |73.32i88 74.99s452 | 73.97s04 75.67s564 | 5521035 51.03s616 | 50.61s066 44.41s1164| 55.77s068 5534339
GPIA 66.76:1187 66.51213.16 | 62.77+1571 46.22+42.40 | 59.344559 55.36+1067 | 53.28:564 47.0830.14 | 54.384450 38.152629 GPIA 58.55+276  59.11s7.01 | 55312230 57.25:580 | 54.59+123 61.834324 | 84.54:489 83.944392 | 73.33+1628 77.20+11.04
| MGP-MIA | 81.20:1.10 79.97:126 | 79.57+125 80.94x146 | 74.93:060 79.05:028 | 70.36:174  73.06:2.75 | 73.39:043 76.13+105 | MGP-MIA | 99.91:020 99.88:027 | 98.83:1.17 98.86:1.14 | 91.30:861 92.37+720 | 9811322 98.12:293 | 917221729 93.92:12.38
Table 1: Membership inference attack performance against link-prediction-based multi-domain graph pre-trained models. Best Table 2: Membership inference attack performance against contrastive-learning-based multi-domain graph pre-trained mod-
results are in bold, and runner-ups are underlined. els. Best results are in bold, and runner-ups are underlined.

MIA accuracy increases 15% target
both (1) link-prediction-based & (2) constractive-learning-based GFM
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