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nHierarchy V.S. Graph Neural Networks
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nPrivacy leakage on the hierarchical structure

p Hierarchy can be better captured by Hyper-GNNs, but leads to privacy leackage!
p Out-of-distribution (OOD) generalized GNNs are critically needed!
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nMain Challenges
p How to use geometric priors of hyperbolic space to perceive the hierarchical structure 

of a graph, ensuring that sensitive information is not subjected to inference attacks
p Traditional privacy protection methods only consider the privacy of neighbors or 

relationships, but weak perception of the hierarchical structure of data.
p Hierarchy information can be captured in hyperbolic space, while existing privacy 

protection techniques can only measure the privacy of nodes in Euclidean space and 
do not have the ability to measure in hyperbolic space.
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nNode Classification
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nAblation Study
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nVisualization
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nConclusions
p We propose a novel Poincaré differential privacy for hierarchy-aware graph embedding 

framework named PoinDP. To the best of our knowledge, this is the first work that presents the 
privacy leakage problem due to the hierarchical structure and gives a definition of the privacy 
problem in terms of hyperbolic geometry.

p The Personalized Hierarchy-aware Sensitivity can measure the sensitivity of the hierarchical 
structure and adaptively allocate the privacy protection strength. We extend the Gaussian 
mechanism to hyperbolic space to realize random perturbations that satisfy differential privacy 
for the first time, which can be used in other hyperbolic privacy works to promote community 
development.

p Experiments demonstrate that PoinDP can effectively resist attackers with hierarchical 
information enhancement, and learn high-quality graph representations while satisfying privacy 
guarantees
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