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(b) Tree, hierarchical structure in hyperbolic space. Figure 1: Privacy leakage on the hierarchical structure.

O Hierarchy can be better captured by Hyper-GNNs, but leads to privacy leackage!
O Out-of-distribution (OOD) generalized GNNs are critically needed!
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B Main Challenges

O How to use geometric priors of hyperbolic space to perceive the hierarchical structure
of a graph, ensuring that sensitive information is not subjected to inference attacks

O Traditional privacy protection methods only consider the privacy of neighbors or
relationships, but weak perception of the hierarchical structure of data.

O Hierarchy information can be captured in hyperbolic space, while existing privacy
protection techniques can only measure the privacy of nodes in Euclidean space and
do not have the ability to measure in hyperbolic space.
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Allocation Parameter Optimization
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Definition 6 (Inter-hierarchy Sensitivity) Given V' and  Definition 7 (Intra-hierarchy Sensitivity) Given V and
V' are fhe, neighboring subsets of gr aph.nodes, and 4 F”?d V' are the neighboring subsets of graph nodes, and V' and
V" only differ by one node. The inter-hierarchy sensitivity /7 only differ by one node. The intra-hierarchy sensitivity
can be defined as: can be defined as:

ApnP,. = max Normg- (") — Normpn (e"")

(8) ApPa = max|la (V. V) levovnlls. - (10)
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Theorem 1 Let ¢ € (0,1) be arbitrary. For c¢* > 5 5 5 o
21n(1.25v(+|u)/6), the Hyperbolic Gaussian Mechanism n ~ Npn(z|p, c®log, (ApnPr) "y (z|p)” /e:1),
with parameter o > clog,(Agn f)y(-|p)/€ is (€,0)-
= 0 ’ € 2 2 27/ 2
differentially private on hyperbolic space. ne ~ Npn (2|, c 1Ogu (ApnPa)(2|1)" /€ 1).
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B Framework
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B Framework Algorithm 1: Overall training process of PoinDP

Input: Graph G = {V, £} with node labels );
Number of training epochs E .
Output: Predicted label ).
1 Parameter 6 initialization;
2 Learning and optimizing node Poincaré embedding
eV « Eq.(7)and (9);
3 fore=1,2,--- ., Edo
// Personalized Hierarchy-aware
Sensitivity
4 Calculate hierarchy-aware sensitivity Az~ P,. and
ApnP, < Eq. (8) and (10);
// Hyperbolic Gaussian Mechanism
5 Calculate the hyperbolic Gaussian distribution
Ngn (z|p, 021) < Eq. (11);
6 Learning node embeddings h,, <— Eq. (13);
7 Perturbing node embeddings h by hyperbolic
Gaussian noise < Eq. (14);

8 Predict node labels ) and calculate the
classification loss £ < Eq. (15);
9 Update model parameters © < © — VO.

10 end
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B Node Classification
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Table 1: Weighted-F1 and Micro-F1 score of the node classification task. (Result: average score + standard deviation; Bold: the
best of baseline model; Underline: runner-up.)

Cora Citeseer PubMed Computers Photo

Model W-F1 M-F1 W-F1 M-F1 W-F1 M-F1 W-F1 M-F1 W-F1 M-F1
GCN 80.0+1.1 80.1+1.1 68.1£0.2 68.640.2 78.5+0.5 78.5+05 847423 82.5+3.6 902+1.4 89.6+1.6
GAT 81.641.1 81.8+1.0 69.4+12 70.0+1.0 77.0205 77.0640.4 87.5404 87.120.5 92.9+02 92.8+0.2
HyperIMBA 83.0+0.3 83.120.4 76302 73.4+0.3 86.6:0.1 86.5:0.1 89.620.2 89.6+0.1 92.8+03 92.5+0.3
~ VANPD  409+1.6 415+1.6 356412 35612 61.8402 61.8403 74.1+1.1 743+1.0 84.4+1.0 84.3+1.1
LaP 62.640.9 614209 55.0+1.5 532415 683402 682+02 80.1+1.0 79.9+1.0 88.9+09 88.7+1.0
RADP 781402  75.1204 73.12+0.5 70.0£0.7 79.1+0.7 78.6209 80.5+0.9 76.1+1.6 914402 90.1+0.5
A{DP 81.0+0.2 80.0£0.2 74.8+0.1 72.0202 83.540.0 83.5+0.0 81.5+4.4 78472 91.7+0.6 91.3+0.7
PoinDP  78.240.6 75.5+12 75.5+02 72.5+0.2 83.8+0.2 83.7+0.2 86.9+0.4 86.5+0.5 92.6+0.2 92.4+03

10
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B Ablation Study

Table 2: Weighted-F1 scores (% % standard deviation) and improvements (%) results of Ablation Study. (Result: average score
+ standard deviation; Bold: best.)

Cora Citeseer PubMed Computers Photo
Model W-FI  A%) W-Fl A% W-Fl A% W-FI A@®%) W-Fl A%
PoinDP 59.9+1.4 - 74.0%13 - 79.4+05 83.8+0.4 -  91.9+05 -

PoinDP (w/o inter) 484+2.6 |11.5 60.6x4.1 [13.4 70814 [8.6 79.5x1.8 |43 91.3+04 [0.6
PoinDP (w/o intra) 48.8+0.4 |11.1 60.199 [139 76.6x1.4 |28 82.6+x1.2 [1.2 91.3+x02 [0.6
PoinDP (w/o allocate) 51.2+2.4 |87  69.5+£2.8 |45 77.2+0.7 |22 82.7¢04 [|1.1 91504 |04

11
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Figure 3: Visualization of noise distribution on Poincaré disk for four privacy models on Cora.
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Figure 4: Cumulative error distribution with differential Figure 5: Hierarchical sensitivity experiments on Cora.
privacy-preserving method on Cora.
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B Conclusions

OO0 We propose a novel Poincaré differential privacy for hierarchy-aware graph embedding
framework named PoinDP. To the best of our knowledge, this is the first work that presents the
privacy leakage problem due to the hierarchical structure and gives a definition of the privacy
problem in terms of hyperbolic geometry.

O The Personalized Hierarchy-aware Sensitivity can measure the sensitivity of the hierarchical
structure and adaptively allocate the privacy protection strength. We extend the Gaussian
mechanism to hyperbolic space to realize random perturbations that satisfy differential privacy
for the first time, which can be used in other hyperbolic privacy works to promote community
development.

O Experiments demonstrate that PoinDP can effectively resist attackers with hierarchical

information enhancement, and learn high-quality graph representations while satisfying privacy
guarantees

13
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