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n (Dynamic) Graphs / Networks are everywhere

Social Web Network Biology Network Traffic Network

Transaction Network Internet of Things Knowledge Graph

v.s. temporal graph?
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nHowever, GNNs are susceptible to adversarial attacks

n Small perturbations of the graph structure and node features lead to misclassification of the 
target [1].

n Dynamic GNNs are more sensitive to random noise and targeted adversarial attacks!

nQuestion: What is a good representation for graphs?

Train node classification model
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[1] Acknowledgement from Zügner et al. Adversarial attacks on neural networks for graph data. In KDD 2018.
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nGood graph representation: in the perspective of the Information Bottleneck

Acknowledgement from Agmon, S. The Information Bottleneck’s Ordinary Differential Equation. Encyclopedia. 
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nGood graph representation: in the perspective of the Information Bottleneck
n The Information Bottleneck (IB) method is a technique in information theory, designed for 

finding the best tradeoff between accuracy and compression [1].
n (a) Vanilla IB.

[1] Acknowledgement from Tishby N, Pereira F C, Bialek W. The information bottleneck method, 2000.

task target

noise / irrelevant info.
compression
(abandon)

useful / relevant info.
conservation

input feature latent embedding label
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nGood graph representation: in the perspective of the Information Bottleneck
n The Information Bottleneck (IB) method is a technique in information theory, designed for 

finding the best tradeoff between accuracy and compression [1].
n (b) Non-structure-involved GIB (Graph IB).

[1] Acknowledgement from Tishby N, Pereira F C, Bialek W. The information bottleneck method, 2000.
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nGood graph representation: in the perspective of the Information Bottleneck
n The Information Bottleneck (IB) method is a technique in information theory, designed for 

finding the best tradeoff between accuracy and compression [1].
n (c) Structure-involved GIB (Graph IB) [2].

[1] Acknowledgement from Tishby N, Pereira F C, Bialek W. The information bottleneck method, 2000.
[2] Acknowledgement from Tailin Wu et al. Graph Information Bottleneck. In NeurIPS 2020.
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nGood graph representation: in the perspective of the Information Bottleneck

n The high sensitivity of the model to adversarial attacks is because the information that is 
irrelevant to the target is encoded in the representation [1].

n Past works: A good graph representation contains the minimal and sufficient information to 
achieve good prediction!

n Question Further: What is a good representation for dynamic graphs?
[1] Acknowledgement from Tailin Wu et al. Graph Information Bottleneck. In NeurIPS 2020.
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nGood dynamic graph representation: “minimal and sufficient” is inadequate
n Case study: directly adapt GIB [1] to dynamic graph representation learning for link prediction

n A noteworthy finding: the prediction performance for the next time-step graph during training 
significantly surpasses that for the target graph during validating and testing.

nWe argue: A good representation for dynamic graphs should be 
Minimal, Sufficient, and Consensual (MSC Condition), but How?

[1] Acknowledgement from Tailin Wu et al. Graph Information Bottleneck. In NeurIPS 2020.

val testtrain
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nMajor Challenges

nHow to understand what constitutes the optimal representation that is both 
discriminative and robust for downstream task prediction under the dynamic 
scenario?

nHow to appropriately compress the input dynamic graph features by optimizing 
the information flow across graph snapshots with structures straightforwardly 
involved?

nHow to optimize the intractable IB objectives, which are incalculable on the 
non-Euclidean dynamic graphs?



Dynamic Graph Information Bottleneck (DGIB), accepted by the Web Conference 2024 (WWW' 24) in Singapore. 11

W
IT

H ConclusionExperimentsMethodologyMotivation

nMinimal-Sufficient-Consensual (MSC) Condition

n Assumption 1 (Minimal-Sufficient-Consensual (MSC) Condition)
Given DG = {G𝑡 }𝑇𝑡 , the optimal representation Z𝑇 + for the robust future link prediction should
satisfy the Minimal-Sufficient-Consensual (MSC) Condition, such that:

where D  is the training data containing previous graphs G1:  and node feature X𝑇 + at the next
time-step, and 𝑆 (.  is the partitions of  D , which is implemented by a stochastic encoder 
P(Z𝑇 +1 | D,𝐶(𝜽)), where 𝐶(𝜽)  satisfies the Consensual Constraint.

n Assumption 1 declares the optimal representation          for the robust future link prediction task 
of dynamic graphs should be minimal, sufficient and consensual (MSC).

n How to understand “Consensual”?  ==> The “baton” for compression process.
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nDynamic Graph Information Bottleneck (DGIB) Principle

n How to implement and optimize the DGIB objective? Decompose it into DGIBMS and DGIBC.
n DGIBMS channel: optimize          under
n DGIBC channel: encourages Z1:  and Z𝑇 share consensual predictive pattern

for predicting          under

X1
Xt
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A1

At
AT

Y1

Yt
YT

time

optimal (MSC Condition) overfitting (Redundant) n Definition 1 (Dynamic Graph Information Bottleneck)
Given DG = {G𝑡 }𝑇𝑡 , and the nodes feature X𝑇 at the 
next time-step, the Dynamic Graph Information Bottle-
neck (DGIB) is to learn the optimal representation Z𝑇 + 
that satisfies MSC Condition by:
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nDynamic Graph Information Bottleneck (DGIB) Framework

n The DGIB framework iteratively compresses structures and node features between graphs.
n The overall LDGIB is decomposed to DGIBMS and DGIBC channels, which act jointly to satisfy 

the MSC Condition.

link prediction

structure       feature 

compression1

^

^

^
^

timeT+1

+

Z1
Zt-1

Zt

t-1
t

DGIBMS

DGIBC

αDGIBMS

(1-α) DGIBC

1

t-1

t
T+1

DGIB



Dynamic Graph Information Bottleneck (DGIB), accepted by the Web Conference 2024 (WWW' 24) in Singapore. 14

W
IT

H ConclusionExperimentsMethodologyMotivation

nDGIB Principle Derivation and Implementation
n For DGIBMS:

n Assumption 2 (Spatio-Temporal Local Dependence)
Given DG = {G𝑡 }𝑇𝑡=, let N𝑆𝑇 (𝑣, 𝑘,  be the spatio-temporal 𝑘-hop neighbors of any node 𝑣 ∈.   .  
The rest of the DG will be independent of node 𝑣 and its spatio-temporal 𝑘-hop neighbors, i.e.:

where G𝑡−1:𝑡N.   denotes N𝑆𝑇 (𝑣, 𝑘,  -related subgraphs, and G1:  denotes complement graphs 
in terms of node 𝑣 and associated edges.

n Assumption 2 is applied to constrain the search space Ω as P(Z𝑇 +1 | D, 𝜽, which leads to a 
more feasible DGIBMS.
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nDGIB Principle Derivation and Implementation
n For DGIBMS:

converges to constants
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nDGIB Principle Derivation and Implementation
n For DGIBMS:
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nDGIB Principle Derivation and Implementation
n For DGIBC:

converges to constants
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nDGIB Principle Derivation and Implementation
n For DGIBC:
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nDGIB Principle Derivation and Implementation
n For DGIBMS:

n For DGIBC:

n Overall:

Minimal
&

Sufficient

Consensual
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nDGIB Overall Training Pipeline
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nDynamic Graph Datasets

nBaselines
n Static GNNs: GAE, VGAE, GAT
n Dynamic GNNs: GCRN, EvolveGCN, DySAT
n Robust (D)GNNs and Regularizer: IRM, V-REx, GroupDRO, RGCN, DIDA, GIB

nAdversarial Attack Settings
n Non-targeted: for structures, randomly remove links; for node features, add random noise
n Targeted: apply NETTACK library to perform both evasion attack and poisoning attack

n evasion: train on clean datasets and perform attacking on each graph snapshot in testing.
n poisoning: attack the whole dataset before model training and testing.
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nAgainst Non-targeted Adversarial Attacks
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nAgainst Targeted Adversarial Attacks
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nAblation Study
n DGIB (w/o Cons): remove the Consensual channel DGIBC in the overall training objective, and 

optimizing only with the Minimal and Sufficient channel DGIBMS.
n DGIB (w/o     ): remove the structure sampling term (   ) in the upper bound of                  .
n DGIB (w/o     ): remove the feature sampling term (   ) in the upper bound of                  .  

(COLLAB)
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n Information Plane Analysis
n Information Plane: observe the evolution of the IB compression process, including the changes 

in the mutual information between input, latent representations, and output during training.
n Given the Markov Chain < X → Y → Z >. , the latent representation is uniquely mapped to a 

point in the Information Plane with coordinates .

ERM Phase

Compression Phase



Dynamic Graph Information Bottleneck (DGIB), accepted by the Web Conference 2024 (WWW' 24) in Singapore. 26

W
IT

H ConclusionExperimentsMethodologyMotivation

nHyperparameter Analysis
n We analyze the sensitivity of hyperparameters 𝛼, 𝛽1and  𝛽.
n We analyze the impact of the compression parameters 𝛽 and 𝛽 on the trade-off between the 

performance of prediction and robustness.
n We conduct experiments based on DGIB-Bern with different ratios of MSE term and compression 

term (        , 1/𝛽2) on the clean, evasion attacked (         ) and poisoning attacked (.        ) COLLAB.
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nPaper Highlights

nWe propose the novel DGIB framework for robust dynamic graph representation 
learning. To the best of our knowledge, this is the first exploration to extend IB 
on dynamic graphs with structures directly involved in the IB optimization.

nWe investigate a new insight and propose the Minimal-Sufficient-Consensual 
(MSC) Condition, which can be satisfied by the cooperation of both DGIBMS and 
DGIBC channels to refine the spatio-temporal information flow for feature 
compression. We further introduce their variational bounds for optimization.

nExtensive experiments on both real-world and synthetic dynamic graph datasets 
demonstrate the superior robustness of our DGIB against targeted and non-
targeted adversarial attacks compared with state-of-the-art baselines.
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n Future Works

nExtend DGIB to more downstream graph tasks, such as node classification, 
graph classification, etc.

nAdapt DGIB to continuous dynamic graph scenarios for wider applications, such 
as in-time traffic prediction, anomaly detections, etc.

n Investigate the possibility of combining DGIB with up-to-date GNN backbones 
and architectures, such as graph Transformers, etc.

nExplore more efficiently-estimated IB variational bounds to decrease complexity.

nConstruct a uniform framework to handle both static and dynamic graph robust 
representation learning.
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